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TER to reboot

Make IP address for LAN

1. Login MikroTik system:

a.
b.

User: admin
Password:

2. Input “setup” and Enter

a.
b.
c.
d.

Select “a@” and Enter

Enable interface: etherl and Enter
Input “172.27.0.1/16” and Enter
Ipput “x” and Enter

3. Login winbox program



File Tools

Connect To: [172.27.1.1 | [wl Keep Passward
Login: |adn‘|in | vl Secure Mode
[w| Autosave Session
Password: | | ["] Open In New Windg
Session: |<own: F‘ Browse...

Nate: | |
Group: | =]

| Add/set | | Connedt |

4. Services Disable

Interfaces

New Teminal
ISDN Channels

Make Supout rf
Manual

5. Change password for Admin




Name:
Group: [ful[[¥
Alowed Address: | | &

6. rename LAN card name in “Interfaces” menu

Interfaces

Intefface: | Ehemel | EolP Tunnel | IP Tunnel | GRE Tumnel | VLAN | VRRP | Bonding | LTE |

IEIEIEII

MTU: [1500 MTU: [1500
Max L2 MTU | Max L2 MTU: |

|| MAC Address: [00:1D:92:E6:06:98
ARP: [enabled

MAC Address: [00:17:9A:37:08.C7
ARP: [enabled IE3

|
|
|
L2 MTU: | |
|
|
|
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L2 MTU: | |
|
|
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7. Create WAN and LAN IP in Address List
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sadess [FEGAREE |
Metwork: | 1722700 -
Fisdace: AN

IPv6 ¥

MPLS 3

Routing 2

System 2

Queues

Files

Log

Radius Hotspat : s

Toadls " IPsec 119.46.78.194 PN

:Z'NT;";:S EEED 8888 s
Packing

o b DmamcServers: [

Make Supout if Routes Alow Remate Requests

Marual SMB Max UDP Packet Size: 4096

Bt

CacheSue:o43 kB
Cache Used:

9. Create “Routes”




ARP
Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server
DNS

Distance | Routing Mark

Freval T 1 ]

Radius Hotspot DAC | "Wmssmmmmmmn.. /| AN reachzble 0 110.170.50.134
DAC P 1722700/16  LANreachable o 1722711

Tools I Psec

New Teminal MNeighbars

ISDN Channels Packing
KVM Pool

Make Supoutf | Routes Dst. Address: [0.0.0.0/0 || cancel
Manual SMB Gateway: E |[#] [reachable wian |& Apply
Exit SNMP
Frrm Check Gateway: | ‘ - Disable:
Socks Type: |un|cast || ¥ ‘ Comment
TFTP =
Distance: |1 ‘ o
Traffic Flow Remove
UPnP Seope: [30 ‘
Target Scope: |10 |
Routing Mari: | ‘ 7
Pref. Source: | R

| active static

10. Open “New Terminal” and Test ping “google.com”

Log
Radius
Tools [
ISDN Channels
KvM =
Make Supout rif
Manual MMM MMM KEK TITITITITTITIT KEK
MMMM MMM KEE TITITITITIIT KEE
Exit MMM MMMM MMM @ TIII KKK KKK ERRRRER 000000 TTT ITI EEK KEE 1
MM MM MMM III EKEFEK RER RER 000 000 III III EKEKEK
MMM MMM III EKEK EEK  RRERER 000 000 TTT ITI KKK EEE
MMM MMM III EKEEE EEE RRR EER 000000 TTT ITI EEK EEE
MikroTik Router0S 5.21 (c) 199%-2012 http://www.mikrotik. com/
[2dmin@MikroTik] > ping google.com
HOST SIZE TTL TIME STATUOS
61.19.2.222 58 57 ldms
8l.19.2.222 56 57 1l3ms
61.19.2.222 56 57 15ms
sent=3 received=3 packet-loss=0% min-rtt=13ms avg-rtt=14ms max-rtt=15ms
[admin@MikroTik] > I |+
— —

11. DHCP server Configuration



IPv6 2 Accourting
MPLS [ Addreszes
Routing I DHCP Client
System I DHCP Relay
Queues DHCP Server DHCP Server
- DHCP || oe |Gt At
a Firewall
Radius Hotspot |I| |E| @ Ii‘
Tools " |Psec Relay
Mew Teminal i . p =1 E3
i | -
KVM Pool
Make Supout rif Routes
Manual SMB
Exdt SNMP
Services
Socks
TETP b
Traffic Flow
UPnP
DN Servers: s
:
$

DHCP | Networks | Leases Opfions | Alets |

DHCP Corfig

+ [Interface |Relay Lease Time Address Pool [Add AR..
dhepl LAN 3d 00:00:00 dhcp_poall na

DHCP Setup

Setup has completed successfully

12. NAT configuration

ARP
Accounting Fiter Fules NAT |Mangle  Servios Pots | Comnections | Address Lists Leyer? Protocols

Addresses %] 00 Reset Counters | 00 Reset Al Counters |
DHCP Client

DHCP Relay
DHCP Server
DHS

A
|
: Cancel
Frewal — accept
Radus - . 274 2dd st to address st

add src to address list

e - oo

New Teminal Neighbor
e Protocol: | |+ Comment 5 : ‘ Comment
ISDN Charnels ~ Facking [ =
KM Pool Sre. Por: | |~ Copy passthrough 2
redirect
Make Supoutrf  Routes Dst. Port: | ]+ Remove etum ‘ Remove

Marual sHB Ay Pot: | |71 [ Resst Courters | pri Bl
S o | - | [emncane]

e @E Iieface | WAN 9 3 [E2RY
Socks

TFTP Packet Mark: | |-

cdclion] Connection Mark: | |

UPnP Routing Mark: | |~
Web Proy

Routing Table: | A

Connection Type: | |-

13. Queue List configuration



MPLS

Routing

System

Queves 1
Files

Log

Radius

Tools

New Teminal
ISON Channels
KVM

Make Supout ff
Manual

Exit

=

4 Type Name: |PCQ-Download-Default B oK

5 Kind: ||:’Cq—"i|

6 Rate:
Limit:

Total Limit:

Burst Rate:
Burst Threshold:
Burst Time: |00:00:10
— Classifier
[] Src. Address
[ Sre. Port

Dst. Address 7
[] Dst. Port

Src. Address Mask:
Dst. Address Mask:
Src. Addressb Mask:
Dst. Addressh Mask:

Total Limit:

Burst Rate:
Burst Threshold:

Burst Time
- Classffier

Src. Address
[] Src. Port

Src. Address Mask:
Dst. Address Mask:
Src. Addressb Mask:
Dst. Addressb Mash:

[#][ %] (@) [T/ [o0 Reset Courters || 0 Roset 4 Courten |
N |Tarpet Address | Foc M Limt | Tic M Limt | Packt |
Tocks i Total 1R IT006
Hew Termngd
:o“um PP, .....s
e Gonersl Advarced  Slistics T Total Tolnl Slabstics Girerd | dvorced Satitcn Tofic Told Tebe Satiben
— Wome: T 16 ] Mome: [(IEIEE 19
B Torget Address: (172270016 17 18 Target Addess: (172270016 20

Mas Lime: | urkmted

¥ Target Upicad ¥ Target Downioad

¥ | unimted | ¥ |bawis

[ Torpet Uinas [ Target Dewricad
e Limt: [urimted [ %] [urimtad
- Gt
Bt Limt: |undmted |F | |unimtad
Burat Throshokd: |urimbed %] [uriented
Bunt Time: [0 (o

14. Internet access testing




TEFEOTgEEY 533 |
I TR T
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@U'@ » Control Panel » Metwork and Internet » Network Connections
— —

File Edit View Tools Advanced Help
Organize « Disable this network device Diagnose this connection Rename this conn
| GuestInternet ;ﬁ Office Intern
Network 4 Disabled @ -
‘@2 D-Link DFE-530TX PCIFast Ethern... | @7 Intel(R) 82579 g fenork Lecation
o
Network Connection Details L= ] Select a location for the "Network 4' network
|
Network Connection Details This computer is connected to a network. Windows will automatically apply the correct

Property Value - network settings based on the network's location.

Connectionspecific DN... Team\ilage

Description D-Link DFE-530TX PCI Fast Bthemet I':E:rr:-le nemui)rk g . . . i

. 00-05-50- = 1 E all the computers on this network are at your home, and you recognize them,
[P]h::?érﬁ:i::s 2y L340E2 this is a trusted home network. Don't choose this for public places such as
o coffee shops or airports,

IPvd Address 172.27.0.251

IPv4d Subnet Mask 25525500

Leaze Obtained Tuesday, July 14, 2015 4:50:16 FM | = ;Mﬁ:: nEtWLOrtrk i e + ol g ’

s all the computers on this network are at your workplace, and you recognize

[ sae Bipwes i S A them, this is a trusted work network. Don't choose this for public places such as

IPv4 Default Gateway 1722711 coffee shops or airports.

IPv4 DHCP Server 172.27.1.1 |h

IPv4 DNS Servers 203.144128.134 Public network

;1;:3.78.194 % If you don't recognize all the computers on the network (for example, you'rein
ity a coffee shop or airport, or you have mobile broadband), this is a public

IPv4 WINS Server = ‘ network and is not trusted.

MNetBIOS over Tepip En...  Yes

Linkocal IPvE Address fe80::4d48:5041b56Fa79c% 11 - Treat all future networks that [ connect to as public, and don't ask me again.

al L1 | [ Help me choose

£
f

¥

Servey | Sarver Proffes Usem UserPcfin Actve ome IF lindngn  Servcs Pots  Wled Garden  Waled larer I Lnt

et HTML || Wt Senp |

+i=| ¥
[ e DN e [WTML Doncainy
I- Woeint hotmgot

Sevems Sorver Profies | Users User Pofies fctive Hosts I Bindngs S

S s of local bt saeens

DHS e

PEL®

THUHT

Ackdwas Poctof Metwork. [EEFETREIFFTAE L]
172271 2172 27 255 254 *

] [eos |

HTTF Cosioe Litme:

) ot raton
DS Serveny |00 144 123 1M
CEE X

16. Create profile & First Hotspot User




Server Profiles Users | User Profiles Active Hosts |P Bindings  Service Ports Walled Garden  Walled Garden IP List  Cookies .

2] [=] [ 7] |00 Reset A1 Courters |

¢ [Name [MAC Address  |Profile | Uptime |+
admin default 00:00:00

General |Ll1i5 | mcs|
Sever. [EEET R * |

Mame: [bal 19

Password: [~ ()

Address: |

MAC Address: |

Copy

Profile: |defaut

Remove

Routes: |
| Resst All Counters

Email:

|enabled

17. Internet access testing for hotspot

( [E=E)

@@L@ http://172.27.1.1 /login2dst=http %3 A%2F%2Fgoogle.com®2F O + & ||thgmgt hotspot > login x‘ | AR
File Edit View Favorites Tools Help x @ Convert = [ Select

% B iasimdudr Thesystem ...

Latviski

@& mikiotik hotspot > status - Int. Lo | ) [ |

|E hittp://172.27.11/status |

. Welcome ball!
g
password eese | 1P address: | 172.27.0.251

bytes up/down: |4.1 KiB / 14.2 KiB
connected: | 0s

status refresh: | 1m

HOTSPOT GATEWAY

MikroTik




18. Firewall configuration (Protect router, Protect LAN)
- Gotointernet web browser
- InputIP:172.27.1.1/cfg
- Input user name & password

mj |@ httpyA722711/ckg 1

File Edit View Favorites Tools Help

[admin |2

ko.ﬂ ‘3

)4

e@@ http://172.27.11/cig?page=firewall 0]

File Edit View Favorites Tools Help

1

Firewall

Firewall

Public interface: m

2 Protect router: v
3 Protect LAN: /]
NAT: ]

[pp] 4

- Automatic create new filter rules in firewall.

Interfaces
Wireless Fiter Rules \ NAT Mangle Service Pois Connections  Address Lists  Layer7 Protocols
Bridge IE‘E |Z| @ |nn Resst Courtters H 00 Reset Al Counters ‘
PPP i Action |Chain |Src. Address |Dst. Address |Protocol | Sre. Port | Dst. Port |In. Inter... Out. Int... |Bytes  |Packets
Mesh + Added by webbox
c e o acoept input 1 ficmp) 24537KB 41862
L - Added by webbox
IPv6 I 1 +f accept input WAN 2627MB 196 062
<:; Added by webbox
MPLS U 3 o scoept nput WAN 0B 0
Routing I3 ::; Added by webbaox
E] ¥ drop input WAN 309.7 KB 3844
System P Added by webber
Gueuss 4 Ajump forward WAN 3308.1 MB 2603 564
T :: Added by webbox
5 +f accept customer 33057 MiB 2560 834
Log + Added by webbaox
S 5 o accept customer 141.8 KiB 1210
Radius -+ Added by webbox
Tools 7 ¥ drop customer 23355KB 41520
New Temind B Torert download Blocked
H £ add src to address list foward  172.27.0.0/16 146.0 KiB 2101
ISDN Channels 3 = add src to address list foward  172.27.0.0/16 0B 0




19. Firewall configuration (Bit torrent, P2P and Web Content blocked)

Interfaces
Wirsless
Bridge
PPP
Mesh

IP

IPv6
MPLS
Routing
System
Queues
Files

Log
Radius

Tools

v v | v v v

12

New Teminal q

ISDN Channels

Open new terminal

Teminal

TITITITITIT
TITITITITIT
TIT III
III
III
III

MikroTik Router0S 5.21 (c) 1999-2012 http://www.mikrotik.com/

ladmin@MikroTik] >

input as below and Enter

/ip firewall layer7-protocol

add name=.Bittorrent regexp="~(\\x13bittorrent protocol|azver\\x01\$ | get /scra\
pe\\\?info_hash=get /announce\\\?info_hash=|get /client/bitcomet/| GET /dat\
a\\\?fid=) | d1:ad2:id20: |\\x08'7P\\)[RP]"

Automatic create new Layer7 Protocols in firewall.

[ | | safe Modk

Interfaces
Wireless
Bridge
PPP

v v v v v

Firewall = H
Fiter Rules  NAT Mangle Service Ports  Connections  Address Lists LEYET7P""BCK’|5|

#=

. ;
e — e B

@ _Bittorrent {1 3bittoment protocollazver'x018iget /scrape’\7info_hash=get /announce'\?info_hash=Iget /client/bitcomet AGET /data’\id=}d1:ad2id20 w08 TPY)RP] |

i

Input new filter rules in “Terminal program” and change IP address for your system

/ip firewall filter

add action=add-src-to-address-list address-list=-Bit-Addr \
address-list-timeout=1m chain=forward disabled=no dst-address-list=\
I-Bit-Addr-Unblock hotspot="" p2p=bit-torrent src-address=_\
src-address-list=!-Bit-Addr-Unblock



add action=add-src-to-address-list address-list=-Bit-Addr \
address-list-timeout=1m chain=forward disabled=no dst-address-list=\
1-Bit-Addr-Unblock dst-address-type="" layer7-protocol=.Bittorrent \
src-add ress=_src-add ress-list=!-Bit-Addr-Unblock \

src-address-type=Ilocal

add action=drop chain=forward disabled=no dst-port=180,443 protocol=tcp \
src-address-list=-Bit-Addr

add action=drop chain=forward disabled=no protocol=udp src-address-list=\
-Bit-Addr

add chain=forward src-address=_ p2p=all-p2p action=drop comment=p2p_drop

Automatic create new filter rules in firewall.

Interfaces Firewall
Wireless Filter Rules | NAT Mangle Service Ports  Connections Address Lists  Layer7 Protocols
TEEE E lE‘ @ | = Reset Courters || 00 Reset All Courters | all
£HF #]  |Action [Chain  |Src. Addwss [Dst. Address |Protocel _|Src. Fart|Dst. Pt |in, bnter...|Out. Int...|Bytes  |Packels |
Mesh i Added by webbox
1 Pl aceept nput 1 liemp) 24533KB 41866
. Added by webbox
IPvE ¥ 1 + accept input WAN 2627MEB 196206
I :1: Added by webbox
JTHES 2 +f accept input WAN 0B 0
Routing || i Added by webbox
System I 3 3¢ drop input WAN 3143 KB 3916
i Added by webbox
Queues 4 &Ejump forward WAN 33109 MiB 2611472
Files i Added by webbox
5 +f accept customer 33083 MiB 2565585
Log -+ Added by webbox
Hadwus 5 +f accept customer 3 142.0 KiB 1214
N . Added by webbox
j[cd= 7 Xdo customer 25012KE 44673
New Terminal ::: Bit Toment download Blocked
1SON Channel 8 £t add src to address list forward 172270016 158.4 KiB 2255
anneis 9 t add src to address list forward  172.27.0.0/16 08 0
KM 10 3 drop forward 6 ftcp) 180,443 5.1 MiB 103 654
Make Supout if 11 - g;;r:: forward 17 {udp) 31305 KB 28648
Manual 12 _N drop forward 172.27.0.016 81.3 KB 886
P e e

Bit torrent access testing.

) Download: 792 kB/s, Upload: 3 kB/s - BitComet (64-bit) [201506

File View CometlD Tools Help

49 u

HTTP Toment Magnet

Favorites

QO 6 W

Start Stop Preview OpenDir Properties Delete

X

0 @ = A A d 4O

Options Homepage Movies Music Software Games Forums Exit

[ Channels] i Bookmarks @[] % v 8t 3 [ & #l & |@eTegs feachiose o Before create new filter rules

* | All Downloads (1) Name VIP C.. S.. P.. Size Progress [{& D.. 4 U.. | Timeleft Seeds/Peers[... Share..
ig::’s;::g w @ Big.Game.2014.1080p.WEBDL AC3.264 MASTER. mkv e [ = 241 GB 404% | 760kB/s  3kE/s 0:52:55  14/14[30/173] 000}

iy

) Download: 0 kB/s, Upload: O kB/s - BitComet (64-bit) [2015062

File View CometlD Tools Help

# € W QU 0 W X 8 ™ m g A 8 & O

HTTP Torrent Magnet Start Stop Pr OpenDir P e | Options Homepage Movies Music Software Games Forums Exit

[ Chamnes) 4 Bookmarks @YE|[[D 4 v 3t B | &l 3 & |®Togs feochiass  q affter create new filter rules

" | All Downloads (1) N.amé B . L) AR L P P...- Size Progress |& D.. @ U.. Timeleft| Seeds/Peers[.. Share..
ig::':‘::;”gm ' % Big.6ame.2014.1080p. WEBDL.AC3.264 MASTER miv w oE @ > 341 GB 437% | OkB/s  OkB/s o | 16/16[26/173] 000

I Active (1)

T



Interfaces
Wireless
Bridge
PPP
Mesh

IPvE

MPLS

Routing

System
Queues

Files

Leg

Radius

Tools

New Teminal
ISDN Channels
KvM

Make Supout ff
Manual

Exit

v v v v =

Web content blocked

Fiter Rules |NAT | Mangle ‘

EE AEY Gerera Advanced |Exra Acton Siststics 6 oK [Fnd__|[a
2] action Sic. Address List: | [ Cancel s Packets
o Added by webbaox
0 o accept Dst. Address List: | |~ Apply 0KB 41868
1 Added by webbox E
! + accept Layer7 Protocal: | |v Disable BMB 196266
i Added by webbox m
7 08 0
e Mded‘iy:::;lom Content: Dlmmube com § | - o
3§ M b eoke 3%
& Added by webbox o | g
4 emp Connection Rate: | | 115MB 2615163
ii: Added by webbox
5 ‘;yaccept Per Connection Classifier: | | - Ml |28 MiB 2567530
i Added by webbox Reset All Counters
6 accet Sre. MAC Address: | [= 20K 1214
:i: Added by webbox
7 3 drop customer 2529.1 KiB 46 364
. Bt Toment download Blocked
8 =t add src to address list farward 172.27.0.0/16 166.3 KiB 2346
9 E* add src to address list forward 172.27.0.0416 0B [}
10 ¢ drop forward 6 ftep) 180,443 53MB 109100
11 3¢ drop forward 17 fudp) 32623KB 30083
i P2P_Blocked
12 ¢ drop forward 172.27.0.0.16 81.3 KiB 886
i Sex_Blocked
13 3¢ drop forward 2457 KiB 3056

20. User man

Interfaces
Wireless
Bridge

=
=]
|7
== ===

Radius 1

Toals r
New Teminal
ISON Channels
KVM

Make Supout if
Manual

Exit

‘Domam ‘Mdreis

[secret

Generdl |9_m,‘

- Service

o N
15items ﬁ %

1 ppp
hotspot 3
[ dhep

Called ID:

Domain:

Address:
Secret:

Muthentication Port:

Accounting Fort

Timeout:

Comment

Com |

Remave

Resst Status

+ |DNS Name

HTML Directory

|Rate Limt e |

otspot

PRI —

Default Domain hd

O

Location Name: -

MAC Format: | 30406040000 [#]
Accounting

L R

NAS Part Type: [19 fursless002.1) 3]




- Change port number for WWW service

Interfaces
Wireless
Bridge
PPP
Mesh
| ARP
IPvE IP e
MPLS x|
Routing DHCP Cliert [Mame + [Port Available From Certfiicate [+
System DHCP Relay 2 = i
Queuss DHCFP Server @ ssh 22
Files DNS @ telnet 23
@ winbox 8000
Leg e L 1 |
Radius Hotspot X @ wiww-ss! 443 none
Tools Il IPsec
MNew Terminal Neighbors:
1SDN Channels Packing
KM Pool
Make Supout rif Routes
Manual SMB
Exit SNMP 7 items (1 selected)

Services 2

- Gotoweb browser
- Inputurl: 172.27.1.1:800/userman

File  Fdit  View Fawvorites  Tonle  Heln

MikroTik

Mikrotik User Manager

Login |admin |

Password | |




wnenaues

Wireless
O]
Eld;e |i||E||lg| Eerem ‘Sm
#

Mo == [Caled D |Domain _|Address Searet ~ ||l - Seviee
" ppp [ login
P [ hotspot 3 [] wireless
IPvE Iy [ dhep
MPLS -
-
- S Called ID
System 8 Domain
Queues Address: |1
Files Secret
Log
Radius 1 Muthentication Port
Tock I Accourting Port
MNew Teminal Timeout
ISDM Channels -
KM B General | Logn RADIUSB
Make Supout i Servers  Server Profiies | Users  User Frofiles  Active  Hosts IF Bindings  Senvice Ports  Walled Garden  Walled Garden IP List g Wil RADILS | [Ccmen |
Bxit E‘E‘ E H Default Domain I—[ hd Booly
Name - |DNS Name  [HTML Directory | Rate Limit (oot | e
- defautt hotspot Location 1D - Copy
@hsproi 1 7 hotspot p— I—I
1on Name - Remove
MAC Format: [ X06XX XU XK =]
Accourting
T
NAS Port Tve: |19 fwireless-802.11) I+1

v
o

- 4 e .
- ARAY userman Lazi@aNsaliniy Radius

w1y Routers finuuAAn

Name : hotspot
IP address : 127.27.1.1

share secret : 1234 ( WWnserunnvualinauasna Radius )

[ NewTab & dramsedies -9' B Welcome to SCBEas.. =" GUZ Studio v1.00 - e.., Google [] BM-] [T dBmtoV

M;kror' : edit

" Name "/ IP address " Share
hotspot 127.0.0.1 1234

Router details

|

Customers

MName: ihDT.SpOt
Owner: admin
1P address: 127.0.0 1

Shared secreft: i1234

Time zone: | Parent time zone
Disabled: []

[] Authorization success

Authorization failure

[[] Accounting success

[[] Accounting failure

Payments

EHIHIE

:

4
i
:

Advanced search Log events:

=
2215

Radius incomming
Reguest statistics

g




